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Problem: Contribution scoring is critical for FL 
fairness but highly vulnerable to distortion.

Two Key Threats:
• Architectural Sensitivity: Advanced model 

aggregation methods (beyond simple 
averaging) unintentionally skew final scores.

• Intentional Manipulation: Malicious 
poisoning attacks can be used to artificially 
inflate an attacker's score or deflate others'.

Evidence: Extensive experiments via the Flower 
framework prove that both aggregation choice 
and attackers significantly bias results.

Take Away: Current evaluation schemes are 
unreliable; more robust metrics are essential for 
fair Reward Allocation in Federated Learning.

TLDR
FedAvg: Computes a weighted average of client 
updates based on their local dataset sizes.

Introduction

• Systematic Sensitivity 
Analysis: Conducted the first 
rigorous study of how 
advanced aggregators 
(handling client heterogeneity, 
Byzantine faults, and data 
noise) unintentionally distort 
contribution scores.

• New Adversarial Attacks: 
Designed and implemented 
two new poisoning attacks 
targeting the reward system 
rather than the model’s utility:
• Self-Improvement (SI): 

Artificially inflates the 
attacker’s own 
contribution score.

• Targeted Decrease (TD): 
Maliciously reduces the 
score of a specific 
competitor.

• Open-Source Framework: All 
aggregations, attacks, and 
evaluation schemes are 
integrated into the Flower [9] 
framework.

AS Results

• The choice of aggregation dictates how 
a client is valued.

• An attacker can improve the global 
model while corrupting the rewards. 

• Competitors can be silenced, yet the 
attack is crashing the performance.

• Without robust, attack-resistant reward 
schemes, the federation could collapse.

Conclusions

Federated Learning: Solves data sharing issues 
while increasing data size but comes with issues:
• Client Heterogeneity (aka non-IID clients)
• Adversarial Risks (aka Byzantine clients)

The Incentive Problem: In projects like MELLODDY 
[1] (drug discovery), co-opetition only works if 
participants are rewarded fairly.
• The Shapley Value: The SV is the only "fair" 

metric but is computationally prohibitive.
• The Reality: Real-world systems use 

approximations for Contribution Evaluation (CE).

Small score shifts have massive economic 
consequences, i.e., a score change of 0.03 results in 
a $30,000 redistribution with a $1M reward pool.

Aggregation Methods

Paper

https://tinyurl.com/Frag-ContEval

Krum [4]: Selects the 
most "central" update 
based on Euclidean 
distances to its neighbors 
to avoid outliers.
Zeno [5]: Ranks updates 
by calculating their 
estimated loss reduction 
on a trusted validation 
set.

FedProx [2]: Adding a 
"proximal term" to the 
local objective, stopping 
local models from 
deviating too far.
FedNova [3]: Scale
client updates to 
eliminate biases caused 
by varying local training 
steps.

• Leave-One-Out [6]: Measures a client's importance by 
calculating the difference in model utility when that specific 
client is excluded from the aggregation.

• Guided Truncated Gradient Shapley [7]: A scalable 
approximation of the Shapley Value that uses permutation 
sampling and performance-based truncation.

• Adaptive Weighting [8]: A distance-based metric that 
rewards clients whose updates consistently align with the 
global gradient using cosine similarity smoothed over time.

Contribution Scoring
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Experimental
Settings for
Architetural
Sensitivity & 
Intentional
Manpulation.

Experimental Setup

Clients’ LOO 
and GTG scores 
where the 1st 
client either self 
improves or not. 

Clients’ contribution score differences (LOO - 
blue or GTG - red) when the 1st client is 
decreasing the 2nd’s score.

Contribution

Intentional 
Manipulation 
(marked with 
a 6-star) relies 
on FedAvg 
and considers 
GTG and LOO.

Architectural Sensitivity
(marked with a 5-star) 
uses all aggregation 
techniques and GTG 
and ADP as CE.

IM Results

Client’s CE scores  (values) and their relation / 
difference (color) to FedAVG-based scores. 
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Statistical Tests

Two-sided t-test to 
determine the TD 
attack’s success. 

One-sided t-
test to for the 
SI attack’s 
success. 

Andreson - Darling 
test to check score
     distribution shift.
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