@ DocMark

Secure and Authentic Paper Documents

B

E-GROUP




SECURITY EXTENDED

Process consultants have
envisioned paperless ofpce and
pure electronic processes for
the last two decades. Today

it has become clear that the
coexistence of electronic and
paper based processes is here

to stay for coming years.

While electronic document
security solutions approach
maturity, supplemental system
components eliminating
otraditional6 security holes,
such as the security control of
printed documents, have not

been available

WHAT IS DOCMARK?

Currently, in case of paper documents authenticity is
provided by security elements that are very difpcult,
and/or too costly to forge compared to the value of
the document (signatures, stamps, special quality
paper and printing technology, etc.). The document
security system developed by E-Group extends the
security concepts currently associated with electronic
documents to the physical space. The created paper
document provides the same features for identifying
the issuer, integrity of the document, and for non-
repudiation, as its electronic counterpart. This makes
paper documents an integral part of the IT security
system of the given organization.

A Works over a standard ofpce infrastructure,

A Uses security elements with which the end
user can clearly identify the issuer and the
content integrity of the given document (and its
authenticity according to the regulations of the
given organization)

A The reliability of the used security elements is
provided by algorithmic/cryptographic methods,
rather than physical elements

A The authenticity of the paper document can be
ascertained with high degree of security off-line,
without access to external certipcate authority, or
database.

DocMark is a modular product suite based on digital
signature, digital watermarking, and high storage
capacity 2D symbols technologies that enables the
creation of secure and selfdauthenticating paper
documents in a highly customizable manner using
standard desk-top tools:






